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. IP/MPLS
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Inter-AS Scalabiliy Stability

QoS
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Introduction — Inter-AS (1/2)
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1-1 Bilateral Peering (Private Peering)

1

1-2 Multilateral Peering

2. AS ( Scalability

Backbone
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Introduction — Inter-AS (2/2)

A Cisco.com
3. Contents Provider, ASP

Servers Servers

4. Subscriber Multihome
e

\é/
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High Availability
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« SSO/NSF

-Stateful Switchover + Protocol Graceful Restart

 Routing Convergence

 TE FRR



High Availability

— SSO/NSF (stateful Switchover + Protocol Graceful Restart)
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- SSO/NSF High
Availability

SSO
Graceful Restart Capable
NSF aware
@ Graceful
AS100 U

OPEN (with Capability Negotiation)
Capability Code 64 (=graceful restart capable)

eBGP Peering

Session_303 © 2001, Cisco Systems, Inc. All rights reserved. 7



Routing Convergence — IGP

e e Cisco.com
[
s HW (LOS, L-AIS/RDI, P-AIS/RDI, SD/BER)
e Carrier delay tuning
* IP Event Dampening 12.0(22)S
e Fast hello 12.0(23)S

« BFD(Bidirectional Forwarding Detection) planned

* LSA packet

. with Exponential Backoff 12.0(25)S
« LSA flooding
* pacing 12.0(25)S
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Routing Convergence — IGP

e e Cisco.com
* SPF
* SPF delay with Exponential Backoff 12.0(23)S
* iISPF(incremental SPF) 12.0(24)S
* RIB
» Prefix Ordering (not in OSPF at this moment)
Stability Fast Convergence

100msec Convergence
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Routing Convergence — BGP

e Peer Down
fast external failover
BGP hold timer timeout
* Next hop validation
BGP scan
« UPDATE

*Min Advertisement Interval
*Route Dampening

 Best Path Selection
e RIB

BGP Scalability IGP

IGP  correlation, Dynamic <-> Stable
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TE/FRR

MP
PLR .
Merge Point
(Point of Local Repair) / (Merg ) \
== \ &= >

.

== A =
Vs 3( 7 4?#

< o

X

< 50 msec

Backup Path
N:1
Link Protection Node Protection
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@hmmmmmmmmmmnl  nhoP backup tunnel
@hmummmmmns{l nnhoP backup tunnel
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TE/FRR — Inter-AS ?

e T Cisco.com
TE LSP Intra-AS
o IGP flodd Topology Path Computation
e ERO/RRO

« PATH message Constraints
* Policy Control

Trusted Peer Virtual Trunk, etc.

draft-ietf-tewqg-interas-mpls-te-req-00.txt
draft-vasseur-inter-as-te-01.txt
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Inter-AS TE FRR 2?11
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PLR RRO
Stamping
Prefix/Label FRR
DB AS
interface address
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Inter-AS TE
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FRR 2?11

node-id
subobject
Router-I1D

PLR Router-ID

RRO

stamping

FRR DB

Session_303
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draft-ietf-mpls-nodeid-subobject-01.txt

AS200
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High Availability
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Applicable for...
Technology _ Inter-domain
Intra-domain
1-1 | 1-2 2 3 4
SSO/NSF o lo lo la
Stateful Switchover + Protocol Graceful Restart
Routing Convergence o O
TE FRR o 0
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QoS
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e Diffserv PHB

« TE/DS-TE
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QoS - Diffserv PHB(Per Hop Behavior)
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. Diffserv PHB AS

QoS Policy Domain

- Precedence ? ToS ? DSCP ? MPLS exp ?!!

- AS CS7 packet

IPv4 TOS
byte

\‘\/-A DTR - Bits iMust
Be

RFC 1122 \‘_‘\f‘_/ Zero
RFC 1349

Bits (0-2): IP- Precedence Defined  Bits (3-6): The Type of Service Defined

111 - Metwork Control 0000 (all normal)

110 - Internatwark Contral 1000 (minimize delay)

101 - CRITIC/ECP 0100 (maximize throughput)

100 - Flash Owverride: 0010 (maximize rediability)

011 - Flash 0001 (minimize monetary cost)

010 - Immediate

001 - Priority

000 - Routing

Sessiur_sus © 2001, Cisco Systems, Inc. All rights reserved.

DS-Field

?1

Bits: " 0 q

i Class Selector .

. Codepoints Currently

i i Unused

Differentiated Services Codepoint (DSCP)
RFC 2474
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QoS - Diffserv PHB(Per Hop Behavior)
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(?) (?)

draft-baker-diffserv-basic-classes-00.txt

The intent of this document is to provide a consistent marking,
conditioning and packet treatment strategy so that it can be
configured and put into service on any link which finds itself
congested.

e Diffserv (Chapter 1.2)
1. Queueing
1-1 Priority Queueing
1-2 Rate Queueing
. Active Queue Management
. Traffic Conditioning
. DSCP
. PHB

abr~rwWDN
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QoS - Diffserv PHB(Per Hop Behavior)

e Cisco.com
e DSCP
DSCP DSCP
Network Critical CS7 111000 Heartbeats
Control Network CS6 110000 Network Routing
[ Premium CS5, EF 101000,101010 IP Telephony
Interactive
. . CS4.AF41 100000,100010 . :
Multimedia AF42. AF43 100100,100110 Video Conferencing
User
: . CS3, AFR31 111000,011010 . .
Traffic | Streaming AF32. AF33 011100.011110 Streaming Media
< Responsive
Human- AF21 000010 Client/Server transactions
Responsive AF22, AF23 000100,000110
. CS2, AF11 010000,001010 Store and forward
Transaction ’ ' . .
Timely AF12, AF13 001100,001110 applications
\ Standard DF, (CS0) 000000
Other Scavenger CS1 001000 no BW assurance

Session_303
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QoS - Diffserv PHB(Per Hop Behavior)

N TTTTTTT T T T T TT T Cisco.com

. QoS (1/2)
Diffserv Edge PHB :
DSCP reference Queueing AQM
Ingress: CS7 drop
Critical CS7 Egress Edge: drop RFC2474 Priority No
CS6 markdown
Trusted Source sr+bs
Network CS6 Untrusted Source drop | RFC2474 Rate No

Ingress markdown

Untrusted Source

; +b .
Premium EF, CS5 | Trusted Source. CAC RFC3246 Priority No
AF41 Yes
o AF42 TrTCM (RFC2698)
Multimedia RFC2597 Rate Per DSCP
AF43
CS4 sr+bs Yes
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QoS - Diffserv PHB(Per Hop Behavior)

T Cisco.com
° QoS (2/2)
Diffserv Edge PHB :
DSCP reference Queueing AQM
ﬁigi Untrusted Source Yes
Streaming AE33 Trsur;ttz—:fj Source RFC2597 Rate Per DSCP
CS3 Yes
Human AF21 Yes
: AF22 srTCM (RFC2697) RFC2597 Rate
Responsive Per DSCP
AF23
AF11
Yes
_ AF12 srTCM (RFC2697)
Transaction RFC2597 Rate Per DSCP
AF13
CS2 sr+bs Yes
Standard DF RFC2474 Rate Yes
Scvenger C31 RFC2474 Rate Yes

Session_303
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Inter-AS TE/DS-TE
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CE

CE

— Premium Virtual Trunk
for VPN-yellow

e Strit QoS guaranteed
DS-TE
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QoS

Cisco.com

Technology

Applicable for...

Intra-domain

Inter-domain

1-1 | 1-2 | 2 3 4
Diffserv PHB o
TE/DS-TE o o
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Load Balancing Optimization
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e Metric/Cost ECMP TE

 OER (Optimized Edge Routing)

Session_303



Metric/Cost ECMP TE

e T I T Cisco.com

IBGP

EBGP
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Optimized Edge Routing (OER)
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* multihome

« OER load balancing

CER ‘\‘w“/ A A
BR2
s €BGP

Server(s) - | SLA =@ @
iBGP

I0S router
and/or A oOrEI|§2100
OSPF, /AN |
EIGRP, Controller

ete-
Transit ISPs
Contents Provider
26
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OER
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Prefix

}

* Brown-out
Provider Blackhole

(ISP)

TCP SYN-ACK

* Prefix
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OER - Monitoring
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/\Zooms

OER Master ,.*"
N ..

CR1

—

Access

F .'.. 125m S CR2
Server(s) " \ » = B
: &l SPD -
O L |
- 250ms
OSPF, EIGRP, ’
etc. /
* Monitor prefix --- (Top Talker)
* Monitor --- TCP SYN-ACK delay, Throughput, Packet Loss, Reachability

* Monitor --- Netflow (Passive) SAA (Active)
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OER - Control

A Cisco.com
ISPs

ISP Interfaces

A
D Routing Upciaics el =<
BR

2]6)
R

Routing Updates @

Master

* Edge Monitoring
BGP(Local Preference Attribute)
static route (with redisribute static)

IGP metric
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OER - Reporting

% OER Pie Chart Demo

Traffic from 11/1/2002 12:00am for 5 min

Cisco.com

=10f %]

Traffic from 11/8/2002 12:00am for 5 min

ISP4 (17 .5%)

ISP1 (44.3%)

ISP3 (27 .B%)

ISPZ (10.3%)

ISP3 (26.5%)

ISP4 (10.6%)

ISP1 (12.5%)

ISP2 (48.1%)
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OER - Reporting

Cisco.com

a OER

=3 43 Prefix Lists

E| @ prefix-list1

[ permic 10.0.0.0/8
[ permic 11,0.0.0/3
El a prefix-lisk2

.- [ Y dery 12.0.0.005

El @ prefix-list3
@ OER ------ D permit 13.0.0.0/8

------ [ permit 14.0.0,0058
=4l Policies

=24 Gold
@ S L A B- @ instance

------ [ preficlistl
...... | 7 prefix-listz
. El ﬁ Silwer
. R t g T b | =14 instance seq 1
O u I n a e [ preficist1
L] prefic-lise
=] @ inskance seq 30
------ [ 7 prefix-lista
=3 Border Routers
El @ BR1
D akm1/0.1 uunet
[ 7 atm1f0.2 uunet
[ atm1jo.z aTT
[ atmi1z {inkernal)
E| a BRZ

b D akrnl 3 sprint
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Load Balancing Optimization
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Applicable for...
TeChnOIOQy _ Inter-domain
Intra-domain
1-1 | 1-2 2 3 4
. ) *) (*)
Metric/Cost ECMP TE o o 0
OER (Optimized Edge Routing) o | o

Session_303
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(*) with BGP Multipath
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o Inter-AS

. Inter-AS
Bilateral Peering
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