MPLS Japan 2003

Tools and technigues for smooth installation
and maintenance of MPLS network




Why the need for tools?

The trend is that the packet network will be
predominantly IP/MPLS

As aresult, most user services will have to be
supported over MPLS networks - be it Voice or
Wireless or even ATM/FR service

Clearly, MPLS network need to very well managed,
as the importance of the services it carries will be
very high
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Solution requires two pronged approach

Technical

- Should be comprehensive

- Features need to be suitable to testing network
- Features need to be tailored to test MPLS
Logistical

- Should not be expensive to implement

- Should not be difficult to manage or operate
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Centralized Testing for Network

Why Centralized Troubleshooting/Management?

e A real business benefit
o Simplifies existing methods
« Reduce MTTR (Mean Time to Repair)

Implementing Centralized Troubleshooting

e Various Elements Required

« Sample Scenarios

Thursday, January 23, 2003 Agilent Restricted *--* Agilnnt Tnnhnnlngias Page 4



Today’s Carrier Network:
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Converged Wireless Multi-services:
Benefit? -
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Extreme Productivity
Improvement:

Drastically Reduce the Time it Takes to Start Solving the Problem

Minutes

350

Symptom to first Problem Domain  Root Cause Isolation
Measurement ldentification

O Traditional Netw ork
Troubleshooting

B Centralized Netw ork
Troubleshooting

Squrce: Agilent Customer Base, 2002

Traditional Network Troubleshooting

minutes

Problem symptoms detected to first measurement: 60 — 240

Problem domain isolation: 120 — 300 minutes

Root Cause identification: 60 — 180 minutes

Centralized Network Troubleshooting

Problem domain isolation: 20 — 40 minutes
Root Cause identification: 30 — 90 minutes

Mean Time to Repair (MTTR): 55 — 145 minutes

Problem symptoms detected to first measurement: 5 — 15 minutes

Veant Time (0 Repair (MTTR)T 240 — 720 MINutes
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How Much Time? . Downtime is Not an Option

| Centralized Network Troubleshooting

O Dispatching Engineer carrying portable tools

70% Faster

Bill
Verification of Solution

Dispatch/Install Solution

Solution Investigation &
Design

Problem Qualification

40% Less in OPE>

Trouble Ticket Received
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Implementing Centralized Network Troubleshooting for
Managing the Various Components of Mission Critical
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Converged Network Architecture: What
if...
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And What if | Could Also do
Troubleshooting?
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Centralized Network Analysis

Metro Multi-Tenant UNItS T yequed rafic stats
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Aggregated Status from Mission Critical Areas
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Why Is MPLS a “special” problem?

No unique source/destination pair in header as in IP packets
No unique VPI/VCI identifier like in ATM packets

Header for a “circuit” changes on traversing a node, hence
changes over every physical link - making it difficult to track

Only unique identifier is LSP ID or LSP “name” which is
network specific

The LSP ID is not carried in data packets, hence need to
look at MIBs

Above applies for MPLS VPNs in the same way (though
Inner label remains intact it is not intended to be looked at,
as it may not flow over a predetermined physical path)
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Looking into the MIB is a requirement

Server

| nfo Sour ce Data Collection Central Server
Reporting
MPLS / Tool
MIBs :

Router

Thursday, January 23, 2003 Agilent Restricted ‘--’ Agilent Technologies Page 15



End-to-End QoS for a VPN Environment

Customer Service View and Characterization
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VPN Product Regquirements

Service Management based on Class-of-Service for converged networks
CoS monitoring for Data (best effort, business, priority), Voice, Video
End-to-end monitoring of service health, per VPN with SAA active tests
Correlate performance events with Service and Customer impact

QoS Reporting per VPN, per application by CoS
Latency, Jitter, Packet Loss
Availability

In/Out traffic policy including drops
Actual traffic (bandwidth, e-2-e flow delivery ratios, via PerfE passive monitoring)??

Monitor and report on VPN Device Health
Configurable device availability and performance data reports via PerfE MIB collector

Management platform health monitoring (PerfE, VPNSC, QoS Manager)

SLA management and Reporting by CoS
Active SLA management per VPN, customer
Real-time SLA alerting and reporting
Historical SLA reporting per customer, service

Performance alerting and analysis
Configurable alerting thresholds
Performance metric Baselines and trend reports
Configurable Notification and Action services
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MPLS/VPN Management Solution

with optional Managed CE
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Testing Services at the same time..

e Wireless Signaling

* Voice and VoIP Signaling
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Use Model for Mobile and 2.5G and 3G
Networks
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Testing & Troubleshooting VolP Signaling

Need to Drill-Down to any Connection

2 B Ll ] i ) ]

 Measure Bandwidth used for each Node, Connection & Protocol
 Measure the impact of data on the Performance of VolIP
« Measure the BW used by Voice and correlate to Voice Quality
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Find Signalling Problems quickly
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Centralized Troubleshooting Summary

Don't bring the network e ... bring the problem to
engineer to the problem, the network engineer!

Central = e — .
Troubleshooting|,

or example,
Measure end

! Hardware

s

10/100 Ethernet Gigabit Backbone

Gigabit Backbone ATM/Frame Relay Switch/Router
Switch/Router IP Network



References

e Calculating ROI for Centralized IP Network Analysis
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 Network Troubleshooting (book), by Othmar Kyas
An Agilent Technologies Publication

o Downtime is Not an Option
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Questions‘& Answers
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